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NEW QUESTION: 1
Data gathering and evaluation during field work includes:
A. Interviewing people and examining assets and accounting, and
other operational business, and other operational records.
B. All of these
C. Observing conditions and operations
D. Gaining and understanding of the activity, system, or
process under review
Answer: B

NEW QUESTION: 2
A company has decided to update their usage policy to allow
employees to surf the web unrestricted from their work
computers. Which of the following actions should the IT
security team implement to help protect the network from

attack as a result of this new policy?
A. Block port 80 outboundon the company firewall
B. Add an implicit deny to the core router ACL
C. Implement MAC filtering on all wireless access points
D. Install host-based anti-malware software
E. Require users to utilize two-factor authentication
Answer: D
Explanation:
To protect the computers from employees installing malicious
software they download on the internet, antimalware
should be run on all systems.
After asingle machine in a company is compromised and is
running malicious software (malware), the attacker can
then use that single computer to proceed further into the
internal network using the compromised host as a pivot
point. The malware may have been implemented by an outside
attacker or by an inside disgruntled employee.

NEW QUESTION: 3
When two hosts are trying to communicate across a network, how
does the host originating the communication determine the
hardware address of the host that it wants to "talk" to?
A. Show Network Address request
B. Proxy ARP request
C. Show Hardware Address request
D. ARP request
E. RARP request
Answer: D

NEW QUESTION: 4
Scenario:
1. Victim opens the attacker's web site.
2. Attacker sets up a web site which contains interesting and
attractive content like 'Do you want to make
$1000 in a day?'.
3. Victim clicks to the interesting and attractive content url.
4
. Attacker creates a transparent 'iframe' in front of the url
which victim attempt to click, so victim thinks that he/she
clicks to the 'Do you want to make $1000 in a day?' url but
actually he/she clicks to the content or url that exists in the
transparent 'iframe' which is setup by the attacker.
What is the name of the attack which is mentioned in the
scenario?
A. Session Fixation
B. HTML Injection
C. ClickJacking Attack
D. HTTP Parameter Pollution
Answer: C
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