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NEW QUESTION: 1
You work in a company which is named Wiikigo Corp. The company
uses SQL Server 2008. You are the
administrator of the company database.
Now you are in charge of a SQL Server 2008 instance. There is a
database named DB1 in the instance.
The company stores clients data in DB1. Clients can access
their profile data by using a Web application.
You must ensure the security of the customer data, you must
ensure that even if the backup media is lost,
data files, log files and subsequent backups and so on are
quite safe.
So what action should you perform to achieve this goal?

A. You should make the CustomerDB database accessible only
through stored procedures and functions.
B. For both the CustomerDB database and the master database,
enable Transparent Database Encryption.
C. For the CustomerDB database, enable Transparent Database
Encryption and back up the transaction log.
D. You should use the built-in encryption functions to encrypt
the sensitive data at the cell level.
Answer: C
Explanation:
You can take several precautions to help secure the database
such as designing a secure system, encrypting confidential
assets, and building a firewall around the database servers.
However, in a scenario where the physical media (such as drives
or backup tapes) are stolen, a malicious party can just restore
or attach the database and browse the data. One solution is to
encrypt the sensitive data in the database and protect the keys
that are used to encrypt the data with a certificate. This
prevents anyone without the keys from using the data, but this
kind of protection must be planned in advance.
Transparent data encryption (TDE) performs real-time I/O
encryption and decryption of the data and log files. The
encryption uses a database encryption key (DEK), which is
stored in the database boot record for availability during
recovery. The DEK is a symmetric key secured by using a
certificate stored in the master database of the server or an
asymmetric key protected by an EKM module. TDE protects data
"at rest", meaning the data and log files. It provides the
ability to comply with many laws, regulations, and guidelines
established in various industries. This enables software
developers to encrypt data by using AES and 3DES encryption
algorithms without changing existing applications.

NEW QUESTION: 2
An organization has agreed on the software that will be used to
virtualize the company's web servers. Which of the following
should the administrator reference prior to purchasing physical
servers to be deployed as hosts in the new virtual
architecture?
A. The vendor's hardware compatibility list
B. The vendor's software compatibility list
C. The vendor's service level agreement
D. The vendor's end user licensing agreement
Answer: A

NEW QUESTION: 3
Where are virtual machine firewall appliances typically
deployed?
A. Data center

B. Small or branch office
C. Campus edge
D. Cloud
Answer: A

NEW QUESTION: 4
The physical layout of a cloud data center campus should
include redundancies of all the following except ____________.
A. The administration/support staff building
B. Electrical utility lines
C. Communications connectivity lines
D. Physical perimeter security controls (fences, lights, walls,
etc.)
Answer: A
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